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3 Conclusions and Future Work

In this paper, we have proposed a collaborative approach for DDoS detection
and prevention based on third party auditors. This approach uses DST for DDoS
detection and prevention. Three valued logic value of DST makes it ideally suited
for cloud storage. Easy DDoS prevention in cloud environment is possible by
Cloud shield. We have discussed security service model of our approach and
their prevention criteria in the cloud environment. This helps to provide security
with much extent. We also addressed the issue of IP spoofing. Our approach
shows tremendous improvement from state-of the art work in the area of DDoS
detection and prevention in cloud environment.
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