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Probabilistic fault detector for Wireless Sensor Network
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5. Conclusions

A novel centralized fault detection method for WSN based on
Naive Bayes framework was introduced. The recent researches
mostly focused on the detecting data faults but the battery deple-
tion problem of sensor nodes was overlooked. To raise the energy
efficiency of sensor nodes, a new attribute, the end-to-end packet
transmission time from source node to the sink was extracted from
the communication protocol for determining the network status. If
it is a faulty network, a suspicious faulty node list is provided for
further investigation. Simulations with three network traffic condi-
tions and faulty node numbers ranging from one to five were used

to evaluate the performance of different methods. The fault detec-
tors were only effective in congestion-free scenes while CNBD
provided a better Scene Hit Rate and Hit Ratio with slightly worse
False Alarm Rate. Further improvement was suggested in detection
attributes, mobility and method efficiency aspects.
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