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Comparing the Impact of Black Hole and Gray Hole Attack

on LEACH in WSN
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8. Conclusion

We have shown by simulation that the both the attack results in huge packet drops. We have also
conducted our experiments on network of different sizes. We conclude that effect of the attack increases
with increase in network size. Number of nodes in a cluster increase with increase in network size. The
malicious node can affect the data of more nodes. We observed that the effect of the Gray Hole attack is less
as comapred to the Black Hole attack. We have also floated an idea for detection of these attacks. In future,
we plan to develop and simulate the detection technique on these lines.
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