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Improving cloud network security using the

Tree-Rule firewall
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5. Conclusion and future work

In this study, we aim to identify the limitations of the currently
used firewalls (Listed-Rule firewalls) and have found five disad-
vantages including: (1) possibility of shadowed rule that causes
the problematic network security and functional speed; (2) rule

switching that changes the meaning of the rules entailing the prob-
lematic network security; (3) possibility of redundant rules that
entails the problematic speed; (4) designing that needs to place
the bigger rule after smaller rules, which cause the designing diffi-
culty; and (5) sequential rule processing that causes the problem-
atic speed.

Furthermore, we have proposed the Tree-Rule firewall that
demonstrates none of the above-mentioned limitations. The Tree-
Rule firewall utilizes rules in a tree data structure, and forwarding
decision of an input packet based on tree rules will follow the tree
structure so that the decision on the packet becomes faster. The
Tree-Rule firewall has been tested and compared with IPTABLES
on LAN and we have found that the Tree-Rule firewall gives better
performance.
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