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Policy Misuse Detection in Communication

Networks with Hidden Markov Models
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5. Conclusion

Our approach worked in high accuracy for the detection of protocols. Most of the time, training HMMs may
be problematic since there is not always enough information. Rare data problems may arise and HMMs may be
trained unbalanced. We tried to train the models equally except login protocol. User behaviour needs to be modelled
with more parameters than duration and packet size. Clustering the data in more than two dimensions may cause
memorization of the cases for HMM. Our approach focuses on network based intrusion detection. Another alternative
may be to detect intrusions computer based. Different threads may be used to detect ip based packet flows. This

approach needs support by system administrator because users may change ip numbers if shut down happens in a
period of time and restart later. System administrator may assign static ip numbers to each computer to pursue this
case. Our approach is only restricted to protocol detection via information level data. Multistage attack patterns
can also be detected with HMMs and multiple training methods can be developed for paralelizing HMM training

procedure.
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