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A Secure Authentication and Key Management Scheme for Wireless Sensor

Networks
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5 Conclusion

In this paper, we proposed a new authentication and key management scheme for Heterogeneous
Sensor Networks including mobile nodes. The proposed key management scheme is based on two
different types of the key pools i.e. an authentication key pool and a communication key pool. Based
on these pools, a key pre-distribution mechanism has been defined. The results showed that the two
considered key pools provide better security. Furthermore, the proposed solution provides better
network resilience against attacks compared to the other reference protocols considered.
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