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3. AUTHENTICATION IN CLOUD

Security is the most prioritized aspect for any form of computing, making it an obvious
expectation that security issues are crucial for cloud environment as well. As the cloud computing
approach could be associated with having users’ sensitive data stored both at clients’ end as well
as in cloud servers, identity management and authentication are very crucial in cloud computing
(Kim & Hong, 2012; Emam, 2013; Han, Susilo & Mu, 2013; Yassin, Jin, Ibrahim, Qiang & Zou,
2012). Verification of eligible users’ credentials and protecting such credentials are part of main
security issues in the cloud - violation in these areas could lead to undetected security breach
(Kumar, 2012) at least to some extent for some period. A possible authentication scenario for a
cloud infrastructure is illustrated in figure 3.
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