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EXPLOITING THE PHYSICAL LAYER FOR ENHANCED SECURITY
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CONCLUDING REMARKS

The selectivity and uniqueness of a wireless
channel, along with the fact that the channel
decorrelates away in space over distances that
are on the order of a wavelength, can allow the
channel to be used as a means to prevent spoof-

ing attacks and thus maintain an authenticator
for the legitimate transmitter. Furthermore, the
fact that the channel follows reciprocity allows
the collection of highly correlated information,
which can be used to extract a string of secret
bits for use as cryptographic keying material.
Thereby the channel also provides a simple
means for enhancing confidentiality services in
wireless networks.
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