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The Research on Mobile IPv6 Security Features
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V. CONCLUSION

New features defined in mobile IPv6 have potential
security risks. Data packet header, routing options and
implementation mechanisms tend to be security attack objects.
The registration information which carries corresponding
relationships between mobile node’s home address and care-of-
address is the key to mobile node’s addressable feature, which
is vulnerable to sorts of illegal attacks , thus security protection
strategies would be necessary.

Return to routing process provides access for
communication nodes to realize the ownership validation of
mobile node’s home address and care-of-address, which
ensures the security of general registration. Validation on home
address option and routing header is necessary to ensure about
the source address’s legality. Meanwhile IPsec mechanism is
introduced to protect the data integrity in transmission so as to
ensure about the mobile node’s address feature.
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