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C. The Threat of Compromised Clouds

As can be seen from the related work on attacks on cloud
systems, the cloud computing paradigm contains an implicit
threat of working in a compromised cloud system. If an
attacker is able to infiltrate the cloud system itself, all data
and all processes of all users operating on that cloud system
may become subject to malicious actions in an avalanche
manner. Hence, the cloud computing paradigm requires
an in-depth reconsideration on what security requirements
might be affected by such an exploitation incident. For the
common case of a single cloud provider hosting and pro-
cessing all of its user’s data, an intrusion would immediately
affect all security requirements: accessibility, integrity, and
confidentiality of data and processes may become violated,
and further malicious actions may be performed on behalf
of the cloud user’s identity.

Following, a novel concept is introduced which enables
the cloud user to construct more secure and dependable
cloud deployments whose security guarantees hold even in
the presence of malicious or compromised clouds.
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