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Il. ROUNDgBACKG

The emergence of a globalized, horizontal semiconductor
business model raises a set of concerns involving the security
and trust of the information systems on which modern society is
increasingly reliant for critical functionality. Hardware security
and trust issues span a broad range including threats related to
the malicious insertion of Trojan circuits designed, e.g., to act
as a “kill switch” to disable a chip, to integrated circuit (1C)
piracy, to attacks designed to extract encryption keys and IP
from a chip, and to malicious system disruption and diversion.
Of these threats, the malicious insertion of hardware Trojansin
ICsisarelatively new trust concern that must now be addressed
in combination with other hardware security risks.

The following briefly summariesthe approaches proposed by
othersin response to the need for Trojan detection methods. An
analysis of the deficiencies of each of the proposed approaches
makes it difficult to declare any one of these approaches as a
solution to the problem. Although our strategy provides severa
unique advantages over other power signal analysis methods,
it is not a complete solution for this problem, e.g., our method
does not address the test stimulus issue. Therefore, the best so-
lution is likely a combination of our signal analysis approach
with features from other proposed methods as described below.
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