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2. Trojans and their Side-channel L eakage

There are several types of Trojan circuits that could in-
fest ICs, however most Trojan circuits share some behav-
ioral characteristics that make them useful for the attacker.
All Trojan circuits need to be stealthy, i.e., hard to detect
either from the physical appearance of the IC or during its
testing and normal use. This means that the Trojan IC has
to have the same physical form-factor, pin-out and very sim-
ilar input/output behavior, i.e., for most inputs, the output
of an IC with a Trojan circuit should be indistinguishable
from the output of a genuine IC. In particular, if the out-
put is a deterministic function of the input, then the Trojan
IC has to output the same function for most inputs®. For
a deterministic circuit, this essentially means that the Tro-
jan circuit needs to monitor inputs, intermediate results, or
some clock/time circuitry and wait for a trigger condition
before altering the output behavior either by producing in-
correct results or by causing other failures. The trigger con-
dition has to occur with very low probability during testing
or normal usage, but could be invoked more frequently by
the attacker. The trigger condition may also be chosen to oc-
cur after a certain time has elapsed. For non-deterministic
circuits, e.g., those involving the use of IC generated ran-
domness, the Trojan circuit could more easily encode in-
formation in the output without detection but still needs to
be very selective (possibly trigger based) in producing de-
tectably incorrect results or causing failure.
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